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This Argent White Paper summarizes the key facilities Argent’s apt-named SIEM-Complete product,

a part of the new Argent Omega family of cloud-oriented products.

SIEM technology aggregates logs, security alerts, and events into a centralized database to provide

real-time analysis for security monitoring.

Compliance data is always voluminous — a very small school in Australia archives 200 GB of
SIEM data per month -- planning the required capacities is the essential first step for all SIEM.

Argent SIEM-Complete has 3 basic functions:

e Archive data in Archive Repositories
e Analyze data to create reports on trends and performance

e Alert on security breaches

Argent SIEM-Complete uses the following facilities:
Archive Repository

When the default Archive Repository is used, archive data is saved in the Argent Omega database
with default table names. For example, the logon activities are saved in the
“ARGSOFT_COMPLIANCE_AUDIT_LOGON_LOGOFF” SQL table.

There are 18 Compliance SQL Tables for each dataset.

e ARGSOFT_COMPLIANCE_AUDIT_ACCOUNT MANAGEMENT

e ARGSOFT_COMPLIANCE_AUDIT_COMPUTER_MANAGEMENT
e ARGSOFT_COMPLIANCE_AUDIT_DS_OBJECT

e ARGSOFT_COMPLIANCE_AUDIT_FILE_SYSTEM

e ARGSOFT_COMPLIANCE_AUDIT_GROUP_MANAGEMENT

e ARGSOFT_COMPLIANCE_AUDIT_HOST_SESSION

e ARGSOFT_COMPLIANCE_AUDIT_INSTALLED_HOTFIX

e ARGSOFT_COMPLIANCE_AUDIT_INSTALLED_MSI

e ARGSOFT_COMPLIANCE_AUDIT_KERBEROS_AUTH
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e ARGSOFT_COMPLIANCE_AUDIT_LOGON_LOGOFF
e ARGSOFT_COMPLIANCE_AUDIT_NPS_OPERATION
e ARGSOFT_COMPLIANCE_AUDIT_POLICY CHANGE
e ARGSOFT_COMPLIANCE_AUDIT _PROCESS_EVENT
e ARGSOFT_COMPLIANCE_AUDIT_SHARE

e ARGSOFT_COMPLIANCE_AUDIT_SHARE_DACL

e ARGSOFT_COMPLIANCE_AUDIT_SYSTEM_EVENT

e ARGSOFT_COMPLIANCE_AUDIT TASK_EVENT

® ARGSOFT_COMPLIANCE_LOG_ARCHIVE

‘“ARGSOFT_COMPLIANCE ” is the default SQL Table prefix. It can be changed using Archive

Repository.

* g5 @ succosstully Updated Archive Repsitory: AR_DEMO
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default) “Test Connection
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defaulty

SQU Table Prefix: defauty
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Sharding:
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Long Term Storage Foldar: [tdetaviey

Global Security Object (GS0):
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Argent Compliance Automator Rules use the Archive Repository.

Compliance data can also be saved into:
e Different databases
e Datasets with different SQL schema or SQL Table prefix

e Different shards based on date time

(In general, the word “shard” refers to a sliver of glass, as when a window is hit with a sledgehammer;
in the language of computer databases, it means spreading a single massive dataset over multiple
sub-databases on different servers, often located in different countries.)

Archive Repository can also define the Data Retention Policy -- data older than a certain number of

days will be purged from the database.

Another useful feature is the “Long Term Storage Folder.” All Work Orders for saving Compliance
data will be moved to this folder; when an Argent Compliance Automator Rule executes a Log Rule
against a monitored server, it first stores the result of the collected log message as a Work Order file
in the x:\Argent\ArgentOmega\ARCHIVE_DATA directory for processing, at which point the log

message data is then saved to the Argent SQL database and the Work Order file is deleted.

There is an option to retain these Work Order files under “Long Term Storage Folder” as a
secondary log event stored outside the SQL database; see screenshot below.
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When this option is used, the Work Order files are not deleted after saving the log data into the SQL
database, but rather they are saved to the directory specified by “Long Term Storage Folder”; the

data is initially duplicated.

This feature retains a copy of the log after the SQL database has been purged. For example, if
the SQL purge rate for a specific cohort of log data is 180 days, then for the first 180 days the
log data will be duplicated; after 180 days the copy in the SQL database will be deleted, but

the flat-file Work Order copy will remain.

By default, this is located in the x:\\Argent\ArgentOmega\LONG_TERM_ARCHIVE folder.
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< A ChArgentiArgentOmegatL ONG_TERM_ARCHIVEY2023-05-17PB)-01-CA

# Quick access

Marne

Date rmodified

Type

Size

- U PBJ-01-CAEVTLOG WCP_LINIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_11_10_02.zip 5/17/2023 1110 &M Carmpressed (zipp.. 15 KB
PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05 17.11_10_00zip 5/17/2023 1110 AM Carmpressed (ipp.. 1KB

¥ Downloads PBJ-01-CAEVTLOG WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_11_05_12.zip 5/17/2083 1705 &M Compressed (Zipp.. 43K
=] Docurments PRI-01-CAEVTLOG_EVT_APPLICATION_LOG_ARCHIVE_2023_05_17_11_05_07.7ip 5/17/2023 11:05 &M Carmpressed (ipp.. 1KB
& Pictures PBI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_11_00 4.zip 5/17/2023 11:00 &M Carmpressed (ipp.. 50KB
Brgent_Logs_11_May_2023 PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05_17_11_00_01.zip 5/17/2023 11:00 A1 Carmpressed ippo. iKkB
L0GS PBI-01-CAEVTLOG_EVT_APPLICATION_LOG_ARCHIVE_2023_05_17_10_55_07.zip 5/17/2023 10:55 A Campressed (ipp.. 4KB

T —— PRI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_55_02.zip 5/17/2023 10:55 &M Carmpressed (ipp.. KR
tem PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05 17.10.50_01.zip 5/17/2023 10:50 &M Carmpressed (ipp.. 118
PBI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_50_02.2ip 5/17/2023 10:50 A4 Campressed (zippo. 20K

[ This PC PRI-01-CAEVTLOG_WCP_UINIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_45_02.7ip 541772023 10:45 A1 Carmpressed ipp.. 18KB
§ 30 Objects PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05 17.10.45 01.zip 5/17/2023 10:45 AM Carmpressed @ipp.. 1KB
0 Desktop PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05 17.10.40 01.zip 5/17/2023 10:40 M Carmpressed (ipp.. 118
8 Documents PBI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_40.07zip 5/17/2023 10:40 A Campressed (zippo. 25 KB
U PBJ-01-CAEVTLOG_EVT_APPLICATION_LOG_ARCHIVE_2023_05_17_10_35_07.zip 5/17/2023 10:35 &M Carmpressed (ipp.. 1KB

$ Dowrlozds PBI-01-CAEVTLOG_ WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_35_03.zip 5/17/2023 10:35 A Carnpressed (Tpp.. 25 1B
I Music PBI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_30_02.2ip 5/17/2023 1030 A Campressed (zipp.. 11 KB
= Pictures J PRI-D1-CAEVTLOG_EVT_APPLICATION_LOG_ARCHIVE_2023_05_17_10_30_00.zip 541772023 10:30 &M Campressed (ipp... 1KB
B videos PRI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_25 04 zip 5/17/2023 10:25 &M Carmpressed (zipp.. 51 KB
S SYSTEM(CY PBI-01-CAEVTLOG_EVT APPLICATION_LOG_ARCHIVE_2023_05 17.10.25 01.zip 5/17/2023 10:25 &M Carmpressed (ipp.. 1KB
PBI-01-CAEVTLOG_WCP_UNIVERSAL_COMPLIANCE_ARCHIVE_2023_05_17_10_20_03.zip 5/17/2023 10:20 A Campressed (zippo. I7KB

= Neowork PRI-01-CAEVTLOG_EVT_APPLICATION_LOG_ARCHIVE_2023_05_17.10_20_01.7ip 5/17/2023 10:20 &M Carmpressed (ipp.. 1KB

Opening one of the Work Order files will show the details of the saved log data.

File Edit Format View Help

"machine B1-91-CA",

“events": [

{
"EventTimeltc"
“EventId": 4688,
"EventSeverity": &
"EventRechum
"EventCategory
"EventSource
"Eventlser”
"UserData": [

HeaT,

"PBJ-@1-CAN\Administrator™,

"Administrator®,
"PBJ-@l-CcA",
"Bxac787c83",
"es2dad”

s
85993381,

"Process Creatlonyriyn®,
Microsoft-Windows-Security-Auditing”,

"2623-65-17T18: 10:007",

"Civ\Argent\\ArgentOmegat\ArgentOmegaExecutor . exe”,
"TokenElevationTypeDefault (1)\ryn",

"Ex2554"

3
"AYNULL SID™,

X6,

=]}

"Co\\Argent\\WArgentOmegai\\ArgentOmegatain. exe™,
"Mandatory Label\\High Mandatory Level™

1

“xmlUserData™: "<USER_DATA_LIST»>\r\n <USER_DATA>PBI-@1-CA\NAdministrator</USER_DATA>\rin <USER_DATA»Administrator</USER_DATA»\ryn <USER_DATA>PBI-@L-CA</USER_DATA»\ryn
<USER_DATA»Gxac787c83</USER_DATA>\r\n <USER_DATA>Ex2ded < /USER_DATA>\r\n  <USER_DATA>C:\\Argenti\ArgentOmegai\\ArgentOmegak xecutor. exe</USER_DATA>\ryn  <USER_DATA>TokenElevatlonTypeDefault (1)\r
\n</USER_DATA>\r\n  <USER_DATA»>@:2554</USER_DATA>\r\n  <USER_DATA></USER_DATA>\rin <USER_DATA>\S\NULL SID</USER_DATA»\r\n <USER_DATA>-</USER_DATA>\r\n <USER_DATA>- ¢/USER_DATA>\rin

<USER_DATA»Gx®</USER_DATA>\ryn  <USER_DATA>C:\\Argent\\ArgentOmegai\\ArgentOmegaMaln. exe</USER_DATA>N\r\n <USER_DATAsMandatory Label\\High Mandatory Lewvel </USER_DATA»%r\n</USER_DATA LIST»",
“CoreUUID": *29f4fbbc-defd-edll-bdb2-2079185ea7cb”,

If the log data in the SQL database has been automatically purged (such as the 180-day example
described above), it is possible to re-add the log data to the Argent SQL database by copying it from
the archived Work Order files.
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A scenario where this is useful is if a customer has an audit requirement to retain 5 years of collected
log data, but keeps the SQL database purge rate at 180 days; the friendly external auditors arrive —

unannounced — one morning for a snap inspection. The auditors request log files from July three

years ago, not currently in the SQL database, but present in the Long Term Storage Folder
directory; this feature allows you to easily and quickly restore the requested data to the SQL database

and generate the required reports.

The retention policy for the folder is controlled externally. For example, you can use inexpensive AWS

S3 storage and keep the data for decades.

As mentioned with the small school in Australia, “planning the required capacities is the essential
first step for all SIEM.” Argent provides a wide range of options to best suit the customer’s needs for
the particular cohort of data; it is completely fine to use only the SQL Server data base for all data

BUT after five years, the small school’s SQL database would have ballooned to 12,000 gigabytes...
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Work Hours and Off-Hours

The importance of security events can be very different between Work Hours and Off-Hours -- most
security events are generated from user activity such as logons, logoffs, accessing files, etc., and
most of these events normally occur during normal work hours — typically 9 to 5 -- when

employees are logging into the network.

So aflurry of these types of events happening outside normal working hours might be abnormal or
suspicious.

A number of the SIEM Policy Rules use logic that examines activity during “Work Hours” and “Off-

Hours.”

—_— a ) |
= A R G E N T O M E G A {z.2A-22304-2) Home Tru;?w‘e < Argent Ir’vc'sttlht Help Al_\gout Lot'q'gut

~ | Generator Settings

SIEM-Complete Logic: Wind ogon Failure

P &P Argent Omegs

b " argent alert Mechanism Alert: El m Alert ALARM_DEMO
b ©° Argent Forecaster Fire Notification If Failed Logon attempts Exceed
T % Argent SIEM-Complete overall: @ attempts/Minute
- SIEM Policy —
Work Hours: m| a5
Active Directory Authentication
Active Directary Objects Off-Hours: L] ‘ o ‘

Brutal Force Attack Use Dynamic Threshold: [l
File Deletion

Hacker alert Temporarily Disabled:

B PL_INTERACTIVE_LOGON

4 v v v v v

Archive Repository:

¥ pL_LOCKOUT_INCIDENTS Monitoring Groups:

B PL_LOGON_TO_CRITICAL_ASSETS Schedule Time:

T archive Repository Repetition Interval:
B AR_ARCHIVE

Repetition Unit:

I Security
& credential Manager Repeat Task Until:
4 Metwork Scan calendar:
» Event Logs
4 SuperMaps
) B Thnalnay Mans [@ save Performance Data Ta The Argent Forecaster Using Data Store:
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Administration
B License {Admin Only)
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» &° Argent Omega
b o Argent alert Mechanism
» ©° Argent Forecaster
~ ¢ argent SIEM-Complete
~ | SIEM Policy
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» Active Directory Objects
» Brutal Force Attack
- File Deletion

2 PL_EXCESSIVE_FILE_DELETION

4 Hacker alert
» Windows Logan
hd Archive Repositary
B AR_ARCHIVE
2 security
& Credential Manager
13 Network Scan

» Event Logs

SIEM-Complete Logic: Configure

Fire Motification If Someone Logon Outside Of Work-Hours And Delete more than 10 Files
within 30 minutes

alert:

Temporarily Disabled:
Skip Log Records Over:
Archive Repository:
Monitoring Groups:
Schedule Time:
Repetition Interval:
Repetition Unit:
Repeat Task until:
Calendar:

Trace Level: Mormal -

[ save Performance Data To The argent Forecaster Using Data Store: [

.Pust Event Even If The Same Event Is Still Outstanding (Unanswered)

DDD So Only After 1 |Hnur| [1} ‘Mmutes Since Event Is Post
.Ignure The Same Qutstanding Event If Alerts Were Fired More Than | 1 ‘ Hours ‘ 0 Minutes &go
-Pnst Event Only After Rule Is Broken ‘ 2 ‘ or More Times

These Rules will use the “Work Hours” times that are configured in the Argent SIEM-Complete

Generator screen to specify “Work Hours” and “Off-Hours” parameters.

User-defined Work Hours and Off-Hours in Argent SIEM-Complete Generator screen.
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SIEM Policy

At the center of Argent SIEM-Complete is a set of policies.

Depending on the query result, Argent Forecaster data is generated and saved; any number of

Security Alerts can be raised based on customer-specified thresholds.

Argent SIEM-Complete has 17 built-in Policies:

Successful Windows Logon

This policy saves logon activity into Argent Forecaster for real-time display and trend analysis.

Windows Logon Failure

This policy detects machine console logon failure or remote logon to the machine; it also saves

logon failure metrics to Argent Forecaster for real-time display and trend analysis.

Successful Active Directory Authentication

This policy saves Active Directory logon activity into Argent Forecaster for real-time display

and trend analysis.

Active Directory Authentication Failure

This policy detects domain logon failure events.

File Operation

Instances include:

Failed to Access

File Read

File Attributes Changed
File Modified

File Deleted

File Created

File Renamed
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Two of the common scenarios are:
e Someone deletes a large number of files within a specified period of time during
Off-Work hours (the parameters are configurable by the user). Hacker?

e Someone repeatedly deletes a large number of files. User mistake?

Brute Force Attack Of Interactive Logon On Windows Machines
Repeated logon attempts to the same account within y minutes.

This is likely a hacker trying passwords.

Brute Force Attack Of Domain Controller Authentication

Same as above but for Domain Controllers.

Brute Force Attack Of Logon On Linux Server

Same as above but for Linux/UNIX servers.

Brute Force Attack Of Microsoft 365 Logon

Same as above but for Azure Accounts.

Ransomware Attack

This policy alerts if any process changes more than x files within y minutes.

Insider Attack
This policy alerts if someone logs on outside of work hours and deletes more than x files within

y minutes.

Suspicious SQL Backup Activity

This policy alerts if unscheduled SQL backup is found outside of allowed time.

Suspicious Logon to Critical Machines
This policy alerts if other than a machine’s owner attempts to logon to a critical machine.
Short-Lived Account
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This policy alerts if an account was created and deleted within y minutes.
Account Lockout Incidents

This policy alerts if an account is locked, which is usually caused by consecutive failed logon
attempts.

Frequent Domain Policy Changes

This policy alerts if domain policies have been changed more than x times within y minutes.

Frequent Audit Policy Changes

This policy alerts if audit policies have been changed more than x times within y minutes.

When a customer needs new policies, these can be created at no cost by Argent.
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Data Visualizer
What happens when a user needs to see a trend that is not included in the built-in Policy?
The Argent Data Visualizer comes to the rescue.

The Argent Data Visualizer can analyze any archived compliance data by applying custom filters.

Data is displayed as a table as well as various graphs.
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